
TITLES: 
Green Flag, RED FLAG 
On Guard? Prevent Attacks. 
CAPTCHA, CAPTCWHO 
Security Awareness 
Self Defense Against The Dark Arts 
The Social Engineering Project

Goals: 
Make a website look as attractive as possible to gain 
clicks onto interactive pieces to attempt to phish people's 
information using common marketing design to blend in 
the tactics. Grab certain information, could lead us to log 
into certain websites, that could grant us more access to 
others causing a chain reaction. 
 
Click download bait softwares

Website Mask: 
The website's true content will be hidden behind a 
"News" website featuring articles, games, surveys, to 
attract the user to click on as many things as possible.

Phishing Information: 
Email 
Passwords 
Address, Zip Code 
SIN 
Birthday 
Financial Data, Credit / Debit Number, Bank 
What is your mother's maiden name? 
What is the name of your first pet? 
What was your first car? 
What elementary school did you attend? 
What is the name of the town where you were born? 
Lucky Numbers 
When you were young, what did you want to be when you grew 
up? 
Who was your childhood hero? 
Where was your best family vacation as a kid? 
What Is your favorite book? 
What is the name of the road you grew up on? 
What was the name of your first/current/favorite pet? 
What was the first company that you worked for? 
Where did you meet your spouse? 
Where did you go to high school/college? 
What is your favorite food? 
What city were you born in? 
Where is your favorite place to vacation? 
 
https://sites.google.com/site/pwordsecuritykate/home/list-of-
ideas-security-questions

Tactics: 
Favorite Posts, through favoriting you need to log in to keep posts, 
login with your normal social medias 
 
Join our mailing list

PHISHING

TACTICS

TYPOGRAPHY

COLOR

Common font that everyone 
see's and is comfortable with, 
nothing too flashy or bold.

Simple colors that won't scare 
the victim away too easily, 
seems comforting and real.

#16171C #EBEBEB #FFFFFF #045BAD


